
THE ONLINE 
ART MARKETPLACE
CYBERSECURITY 
CHECKLIST

Define Data Sensitivity

Carry Out a Vulnerability Assessment

Establish Cybersecurity Protocols

Assess Internal Risks: Evaluate External Risks:

Security Code Review

Cloud Security Audit

Security Consulting

Penetration Testing

Social Engineering Test

Review Contracts

Review Storage Options

Assess Security Practices of Partners

Security Assurance Program

Compliance Management

In the art industry, certain information about art collectors, the provenance of artworks and pricing 
information can be considered highly sensitive. Make sure to clearly define which data is sensitive 
and confidential for all departments in your organization, not only the technology division.

The assessment process allows the team to evaluate the state of a platform’s security before planning 
its strategy to eradicate the risks.


